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Maaritelmat

 Tietoturvallisella kayttoymparisto (Laki sosiaali- ja terveystietojen toissijaisesta kaytosta,
552/2019)

— teknista, organisatorista ja fyysista tietojen kasittelyn toimintaymparistoa jossa tietoturvallisuus
on varmistettu asianmukaisin hallinnollisin ja teknisin toimin;

» Turvattu kasittely-ymparisto (Secure Processing Environment, SPE) (EU datanhallinta-asetus
2022/868)

— fyysista tai virtuaalista ymparistoa ja organisatorisia keinoja, joilla varmistetaan unionin oikeuden,
kuten asetuksen (EU) 2016/679 vaatimusten noudattaminen, erityisesti rekisteroityjen
oikeudet, teollis- ja tekijanoikeudet seka kaupallinen ja tilastollinen luottamuksellisuus,
eheys ja saatavuus sovellettavan kansallisen lainsaadannon mukaisesti seka siten, etta turvatun
kasittely-ympariston yllapitaja voi maarittaa ja valvoa kaikkia datankasittelytoimia, mukaan
lukien muun muassa datan nayttaminen, tallentaminen, lataaminen ja vienti seka johdettujen
tietojen laskeminen laskennallisten algoritmien avulla;
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Yleinen ja rajattu SPE:n kaytto
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Research data processing @ EU
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Yleisen SPE:n vaatimukset (TEHDAS?2)
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Scientific research
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SDR-2. Service administrators SHOULD NOT /7
access sensitive data

SDR-3. Sensitive data MUST be in a protected/7
format at rest and in transit

SDR-4. Sensitive data protection MUST be /7
done with widely accepted, secure algorithms
combined with effective isolation measures

Secure Processing
Environment (SPE)

SPE v
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SPE [
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SPE virtual (computer) environment minimum
requirements

SPER-1. SPE MUST enable scientific research on /7
sensitive data

SPER-2. There SHOULD be a diverse selection of /7
SPEs for the varied needs of sensitive data research

SPER-3. It MUST be possible to transfer sensitive /7
data between, in and out of SPEs

SPER-4. SPE MUST provide adequate protection /7
against exposing sensitive data to unauthorised
users

SPER-5. SPE SHOULD promote collaboration among/—7
authorised users

1.2.2. Weakest link E]

SPER-6. Authorised users MUST protect /7
sensitive data they display

SPER-7. Project-based user environments of SPE /7
MUST NOT have open connections

SPER-8. SPE user accesses and data transfers MUST/—
be logged and monitored



TEHDAS2 SPE raportin rakenne (ei julkaistu)
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Kerroksittainen SPE:n kyvykkyyksien kasvu
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Verkostoon liittyva SPE

SPE MUST prevent unauthorised /7
access to data

Federation SPE 7
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User connections to SPE and the /7
wider federation MUST be
controlled

I
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There MUST be trust between SPE /7
and federation resources
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SPE user MUST be able to open /7
controlled, two-way connections
to federation resources

Permitted federation resources /7
SHOULD be accessible to SPE
user

Identified SPE storage items /7
MUST be accessible to
federation resources

Identified SPE data secrets MUST/ 7
be accessible to federation
resources
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